LEGISLATION

Portugal’s new data protection
law in force since 9 August

Inés Antas de Barros and Isabel Ornelas of Vieira de Almeida explain the changes in the
country’s data protection framework. By Laura Linkomies.

he Data Protection Act was
adopted in June 2019 signed
into law by the President on
26 July 2019 and entered into force on 9
August 2019. PL&EB put some ques-
tions to data protection experts, Inés

Antas de Barros and Isabel Ornelas of
Vieira de Almeida in Lisbon.

PL&B: Was the previous data protec-
tion law amended to comply with the
EU Data Protection Regulation
(GDPR), or is this a completely new
text?

A new data protection law was pub-
lished. Law 58/2019  (Portuguese
GDPR Execution Law) revokes Law
67/98 of October 26 (the Personal Data
Protection Act) and republishes Law
43/2004 of August 18, which regulates
the organisation and operation of the
Portuguese Data Protection Authority
(“CNPD”).

PL&B: How has Portugal applied the
GDPR’s derogations?

Although the Portuguese GDPR
Execution Law addresses some of the
GDPR’s derogations (e.g. consent of
minors and the imposition of fines in
the public sector), there has been some
criticism over the text of the law and
the extent and material impact of its
provisions.

Even Portugal Data Protection
Authority, the CNPD has issued a
formal opinion on the draft law, where
it criticised the wording of the law,
considering it to be a “word by word
repetition of the GDPR” in some
aspects, or a violation of the principle
of EU law primacy (in the sense that it
considers that some provisions

contradict the GDPR).

PL&B: Would you say that, on the
whole, the law follows the GDPR
closely?

On the whole, the Portuguese
GDPR Execution Law follows the
GDPR. However, some provisions

seem to exceed the wording of GDPR.

Indeed, various provisions have
been recently considered by the
CNPD to contravene the GDPR. The
CNPD  has issued Resolution
2019/494, determining that it will not
apply certain provisions of the Por-
tuguese GDPR Execution Law in the
personal data processing operations it
may assess. Such provisions cover:
(1) scope of application, (ii) duty of
secrecy; (ii1) data processing by public
entities;  (iv)  labour  relations;
(v) administrative offences; (vi) expiry
of consent.

PL&B: Are there any differences
from the GDPR in terms of national
specifics in the law?

Yes, there are various provisions in
the Portuguese GDPR Execution Law
that differ from GDPR. We highlight
the following: (i) the scope of applica-
tion is extended (the law applies to per-
sonal data processing outside the
domestic territory, when processed in
the context of the activity of an estab-
lishment located on domestic terri-
tory); (i) only in the case of intentional
misconduct, does the law consider
non-compliance with the principles of
data processing, as a very serious
administrative offence; and (iii) provi-
sion, as a very serious administrative
offence, for refusal to cooperate with

the CNPD.

PL&B: Is there a need to amend other
laws as a result of the GDPR and this
law?

The Portuguese GDPR Execution
Law foresees that, with the entry into
force of the GDPR, the legal provisions
establishing the need to obtain an
authorisation from the CNPD (or the
need to notify this authority) automati-
cally terminate. However, this general
provision does not sufficiently address
all contingencies and impacts of the
GDPR in the national legal ecosystem.
An in-depth analysis of the impact of

GDPR on national laws and

regulations should, therefore, be car-
ried out.

PL&B: Is there a conflict with any
other law?

The application of the Portuguese
GDPR Execution Law poses some
challenges to the harmonised and uni-
form application of legal provisions.

For example, the use of employee
data in CCTV footage under the Por-
tuguese GDPR Execution Law is not
completely aligned with labour legisla-
tion and some current case law on the
matter. Another example would be the
articulation between the Portuguese
GDPR Execution Law provisions on
protection of deceased data subject data
and the Portuguese legal framework on
access to health data.

We anticipate that further chal-
lenges may be ahead, considering the
impact of the Portuguese GDPR Exe-
cution Law and the fact that its applica-
tion is still in its early stages.

PL&B: Is DPO autonomy defined?
Are there requirements for qualifica-
tions?

The Portuguese GDPR Execution
Law establishes that DPOs must per-
form their functions with technical
autonomy. It is also foreseen that the
DPO is appointed considering the
requirements set by article 37/5 of the
GDPR and no professional certification
is required.

As to the DPO’s functions, the
Portuguese GDPR Execution Law
extends the tasks of the DPO in the
GDPR, further providing that the
DPO shall (a) ensure periodic and
unscheduled audits; (b) make users
aware of the importance of the timely
detection of security incidents and of
the need to immediately inform the
security officer; and (c) ensure com-
munications with data subjects in mat-
ters covered by the GDPR and

national data protection legislation.
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PL&B: DPIA - has the office issued a

list of when DPIA is required? Any-

thing different from other EU

Member States?

Yes. CNPD issued Regulation
1/2018 regarding the data processing
operations that are subject to a DPIA.
The list of mandatory DPIAs are quite
well aligned with the lists issued by the
other Member States, since it has taken
into consideration the recommenda-
tions of the European Data Protection
Board. In this sense, and without prej-
udice to the processing operations
which are subject to the requirement of
a prior DPIA already expressly fore-
seen in article 35 paragraph 3 of the
GDPR, CNPD identifies the follow-
ing nine processing operations which
shall be subject to a prior DPIA:

1. Processing of information resulting
from the use of electronic devices
which transmit personal data con-
cerning health via communication
networks;

2. Combination of personal data or
the processing which relates to per-
sonal data foreseen in article 9,
paragraph 1 (sensitive data) or arti-
cle 10 (criminal convictions and
offences) of the GDPR or data of a
highly personal nature;

3. Processing of personal data fore-
seen in article 9, paragraph 1 or
article 10 of the GDPR or data of a
highly personal nature based on its
indirect collection, when ensuring
the right of information pursuant
to article 14, paragraph 5 (b) of the
GDPR is not possible or feasible;

4. Processing of personal data which
entails or consists of the establish-
ment of large-scale profiles;

5. Processing of personal data which
allows the monitoring of the loca-
tion or behaviours of data subjects
(for example, employees, clients
or bystanders), and has as a result
its evaluation or classification,
except when the processing is
essential for the provision of serv-
ices specifically required by these
data subjects;

6. Processing of the data foreseen in
article 9, paragraph 1 or article 10
of the GDPR or data of a highly
personal nature for archiving pur-
poses in the public interest, scien-
tific or historical research pur-

poses or statistical purposes,

except processing foreseen and
regulated by law which presents
appropriate safeguards for the
rights of the data subjects;

7. Processing of biometric data for the
unique identification of its subjects,
when they are vulnerable data sub-
jects, except processing foreseen
and regulated by law which was
preceded by a DPIA;

8. Processing of genetic data of vul-
nerable persons, except processing
foreseen and regulated by law
which was preceded by a DPIA;

9. Processing of personal data fore-
seen in article 9 paragraph 1 or arti-
cle 10 of the GDPR or data of a
highly personal nature with use of
new technologies or new uses of
already existing technologies.

PL&B: Has Portugal taken any meas-
ures for employee data?

Yes. The Portuguese GDPR Execu-
tion Law contains the following rules:

Employees’ consent is not a lawful
condition for the processing of their
personal data (i) if the processing
results in a legal or economic advantage
for the employee or (ii) if such process-
ing is necessary for the performance of
the contract.

Recorded images and other per-
sonal data of employees recorded
through video systems or other techno-
logical means of remote surveillance
may only be used in the context of
criminal proceedings and for the pur-
pose of establishing disciplinary liabil-
ity (insofar as they are used in the con-
text of criminal proceedings).

The processing of the biometric data
of employees is also limited, and may
only be legitimately processed for two
purposes: attendance control and access
control to the employer’s premises.

PL&B: What is the requirement for
consent by children for provision of
online services?

Children’s personal data may only
be processed by consent as provided
for in the GDPR and concerning the
direct provision of information society
services, when such children have
reached the age of thirteen. If the child
is under 13 years old, processing is only
lawful upon consent by the child’s legal
representatives, preferably through
secure authentication means.

PL&B: What guidance has the Com-
mission published so far on the new
law?

The CNPD has issued several
guidelines in respect of GDPR com-
pliance (including on online process-
ing of data by academic institutions,
political marketing and distribution
of electricity in smart networks') and
has also issued various documents
aimed at assisting companies with
GDPR compliance — for example,
data breach notification templates,
DPO appointment notification and
data processing registry templates.

The CNPD has not issued specific
guidance on the interpretation and
application of the new law, insofar as
it has not provided public and formal
information on how to apply the law
and how companies should address
specific provisions within the law.
However, as noted above, the CNPD
has issued a decision concerning its
approach to several provisions in the
Portuguese GDPR Execution Law,
expressly determining that CNPD
will not apply certain articles in this
law — rather, where applicable, it will
apply GDPR provisions, directly and
without regard to the Portuguese
GDPR Execution Law.

PL&B: Did the commission have
fining powers before?

Yes, CNPD already had — and
exercised — fining powers under the
previous law, although the amounts
were significantly smaller than those
set out in the GDPR, since maximum
penalties per event of breach were
capped at 30.000 (except in the event
of a breach in e-privacy, which was
subject to a specific law and to heftier
fines).

PL&B: Has the DPA issued any
monetary penalties so far?

Yes. According to the information
publicly available at CNPD’s website,
CNPD has, so far, issued four penal-
ties concerning: (i) non-compliance
with the obligation to implement
appropriate organizational and secu-
rity measures; (i) non-compliance
with the obligation to provide to data
subjects the necessary information
(CCTV); (iii) non-compliance with
the obligation to comply with data
subjects’ rights.
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PL&B: Do you know if the DPA is
planning audits? In which sectors?

Yes, we understand that CNPD is
planning various audits to monitor
GDPR compliance.

CNPD has not provided specific
indication of which entities/sectors
would be the target of these audits, but
CNPD has been focused on regulated
sectors (such as health, insurance and
finance) and on specific types of pro-
cessing (particularly direct marketing
and the processing of special categories
of data), so monitoring actions may
focus on these.

PL&B: Are
consents valid?
The Portuguese GDPR Execution
Law establishes the same rule as the
GDPR. Consents previously obtained
are valid, provided that such consents
comply with GDPR requirements.

previously obtained

PL&B: Please explain this new con-
cept of data rights for the deceased.
How does the right of access, rectifi-
cation and Right to be Forgotten
(RTBF) work in this context?

The Portuguese GDPR Execution
Law includes a specific provision on
the processing of data for deceased per-
sons, stating that this data is protected
under both the GDPR and the Execu-

tion Law, whenever this data either
constitutes special categories of data
under article 9 of the GDPR, or when
they refer to the person’s private life
sphere, image or communication data —
without prejudice to the derogations in
paragraph 2 of article 9.

In this context, the Portuguese
GDPR Execution Law foresees that
data subject rights - namely the right to
access, rectification and deletion - may
be exercised by the person previously
indicated by the deceased or, when no
such appointment was made, by
his/her heirs. However, data subjects
also have the right to decide that, upon
their death, data subject rights may not
be exercised.

PL&B: What is specified on data
retention periods?

The Portuguese GDPR Execution
Law establishes some specific rules
concerning data storage. In particular,
it provides that, with respect to per-
sonal data processed for purposes of
scientific or historical research as well
as for statistical purposes — where it is
impossible to previously determine the
moment when such processing is no
longer necessary - their storage is
lawful, provided that adequate techni-
cal and organisational measures are
adopted to guarantee the rights of the

data subject, namely the information
on their storage.

It further provides that where data
proves necessary for the performance
of contractual or other obligations,
such data may be retained until the
respective rights become time-barred.

Inés Antas de Barros is Managing
Associate and Isabel Ornelas is Senior
Associate at law firm Vieira de Almeida,
Lisbon, Portugal. fwww.vda pfl

Emails: lab@vda.pi

1 This is a reference to the CNPD’s
2/2019 Guidelines on intelligent
electric energy distribution networks,
which, through smart meters, process
personal data whenever the final
consumer is an individual person —
for example, energy consumption
data, relevant usage period and
consumer profiling.

The Guidelines were aimed at
clarifying the legal grounds for the
processing, terms in which data
subjects could exercise their rights
and minimization of impact on data
subjects — particularly considering a
need to balance regulatory
obligations in the energy sector,
technological features of the
equipment and GDPR principles.

Companies found in violation of Privacy Shield

The US Federal Trade Commission
(FTC) filed, on 24 July, an administra-
tive complaint against data analytics
company Cambridge Analytica which
also states that Cambridge Analytica
falsely claimed that it was a participant
in the EU-US Privacy Shield. In fact, its
certification had lapsed in May 2018.
Earlier in July, the FTC reached a set-
tlement with a background screening
company SecurTest over allegations

that it falsely claimed to be a participant
in the EU-US and Swiss-US Privacy
Shield Frameworks.

But the Electronic Privacy Infor-
mation Center (EPIC) criticised the
decision saying that while the settle-
ment requires SecurTest to halt misrep-
resentations and submit to compliance
monitoring, it provides no remedy to
those EU citizens who used the service.

EPIC and other commentators have

pointed at the absence of a comprehen-
sive US federal privacy law and a data
protection authority. The Third
Annual Review by the EU Commis-
sion on the functioning of the EU-US
Privacy Shield is due to take place in
October.

*  See |lwwwprivacyshield.gov/News
\Events and lepic.org/2019/08/company-|
iespriaey-shic bl

Gibraltar joins Convention 108

Council of Europe Convention 108 will
enter into force with respect to the UK
Territory of Gibraltar on 1 November
2019. The Convention for the Protection
of Individuals with regard to Automatic

Processing of Personal Data — known as
Convention 108 — provides for free flow
of personal data between states party to
the Convention. Gibraltar has had a
data protection law since 2004 (PLEB

UK Report June 2006, pp.10-11).

lwww.coe.mt/en/web/data-|

lto-gibraliad

o See
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Thailand — Asia’s strong new
data protection law

The law which will enter into force in May 2020 includes many
GDPR-informed principles, but also some omissions.
By Graham Greenleaf and Arthit Suriyawongkul.

military coup in 2014
imposed a junta government
in Thailand. In February

2019, three weeks before the first
general elections since the coup, this
government enacted a data privacy
law to override an old and ineffective

law applying only to the public
sector. A military-backed party
now leads a coalition government
with a Prime Minister and Cabinet
members from the previous military

Continuned on p.3

CNIL's guidance on cookies sets
stricter consent requirements

Web publishers need to adapt their websites to France’s new
rules. Ariane Mole and Juliette Terrioux of Bird & Bird explain.

n 4 July 2019, France’s Data
Protection Authority (the
“CNIL”) adopted new

guidelines on cookies and similar
technologies', which replaced the
previous guidance published by the
CNIL in 2013,

The major change concerns the

means to obtain a valid consent from
users. The consent of users can no
longer result from their browsing on
the website. Web publishers will
now have to comply with stricter
requirements for users’ consent.

Continuned on p.7

e Asian data privacy laws,
30 October, Linklaters, London

e New Era for US privacy laws:
California and more,
14 November, Latham &
Watkins, London.

Future PL&B Events

e Balancing privacy with biometric

techniques used in a commercial
context, 29 January 2020,
Macquarie Group, London.

e PL&B’s 33rd Annual
International Conference,
St. John's College, Cambridge
29 June to 1 July 2020.
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From Thailand to Jersey —
GDPR'’s global effect is evident

Our Asia-Pacific Editor, Graham Greenleaf writes in this issue that
the Thai data protection law is the first explicitly “GDPR-based”
law yet be enacted in Asia (p.1), and Jersey’s Information
Commissioner, Jay Fedorak says that Jersey’s close alignment with
the GDPR forms part of a general economic strategy (p.12). It is
therefore clear that the GDPR is having a global effect - also in
Australia where there are pressures to modernise the law (p.17).

In our series of GDPR implementation across EU Member States,
we now turn to Portugal. Its law, adopted in June this year has been
in force since August. Read an interview about the law with
Portuguese DP lawyers on p.14. In Lithuania, a new data protection
law was adopted in June 2018, and the regulator has now issued the
first significant fine. There are some national specifics that are
different from the GDPR such as the provisions regarding the
processing of national identity numbers (p.9).

Meanwhile, organisations need to get on with training. The STAR
project’s ready-made, easy-to-customise training materials,
developed for the busy DPO, are now available (p.20). The STAR
training materials are based upon research into existing GDPR
training practices and should therefore be relevant and very useful.

We also return to the issue of recent cookie guidance from France’s
regulator (p.1). Things are moving fast in this area — the Internet
Advertising Bureau Europe has released the second version of its
consent and transparency framework, and Google has said it expects
to join by the end of next March.!

We are also pleased to bring you the winning competition essays
from PL&B’s Student Essay Competition this summer. These two
winning entries discuss consent, legitimate interest and joint
controllership in AdTech (p.24), and the market and legal challenges
in convincing companies that GDPR-compliance is a competitive
advantage (p.28).

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

1|digiday.com/media/google-to-join-iabs-revamped-gdpr-framework-by-next-march/|

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
pleas¢comtact EauraEimkomies o Tely +44 (0)20 8868 9200 or
email|laura.linkomies@privacylaws.com
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